VPL DIGITAL LITERACY – Mobile Device Essentials – Let’s Talk About Digital Backup and Storage.  Last Updated: Jan 4, 2020. 

[bookmark: _GoBack]Let’s Talk about digital BACKUp And storage
Description

Are your mobile devices and computers getting full? Are you afraid of losing your photos, videos and music? Learn how to backup, store and access digital files in this discussion-based class. Explore cloud and local storage solutions to choose a method that works for you.  Register here for other classes in the Mobile Device Essentials series. Each class must be registered for separately.
Learning Goals > Learning OUTCOMES
Digital Proficiency > Operate > Operate Digital Devices
Learners will be able to…
· Identify and modify mobile OS settings (2019: storage capacity, setting up backups)
Digital Proficiency > Operate > Operate Programs & Apps
Learners will be able to…
· Recognize and assess when to use popular programs and apps (2019: iCloud, Google Drive, Sync, etc.)
· Select appropriate program or app for a task (2019: storage, backups and syncing)
· Identify and use features for saving and exporting files and information
Digital Proficiency > Navigate > Read Information in Digital Contexts 
Learners will be able to…
· Identify and locate common types of digital information sources (2019: online reviews, cloud-based services)
Digital Proficiency > Secure > Secure Digital Devices & Services
· Identify obsolete services and recognize when support is ending
Digital Proficiency > Secure > Secure Digital Devices & Services
Learners will be able to…
· Identify and interpret rights under service provider agreements to understand how service providers can and cannot use personal information (2019: cloud-based service providers)
· Identify how online contracts interact with local and international laws (2019: cloud-based services with servers in Canada vs in other countries)
Digital Fluency > Manage > Manage Digital Information & Data 
Learners will be able to…
· Identify the benefits and limitations of different data and information management tools
· Select file formats for use in different programs or apps as needed (2019: for storage and backups)
· Plan and carry out strategies for organizing, storing, backing up, and deleting important information in a variety of media


Preparation

	Equipment Needed:

	· Projector/laptop
· Internet access

	Materials Needed:

	· PowerPoint on USB
· Handouts/evaluation forms for learners
· Blank certificates + date stamp

	Setup Procedures:

	· Review the “Adult Teaching & Learning at VPL” teaching philosophy: http://hub.vpl.ca/content/85898 
· Review the lesson materials
· Confirm that all necessary space and equipment has been booked

	Background Reading:
	· Backing Up Your Files:    http://www.gcflearnfree.org/techsavvy/backing-up-your-files/1/ 
· Canadian cloud storage:  https://www.cloudwards.net/canadian-cloud-storage-providers/

	# of Staff Required 
	· 12 learners (CEN or branches)
· For branch meeting room capacities, please see: http://hub.vpl.ca/content/64490


Opening
Before doors open:
· Write your name and programs@vpl.ca on the whiteboard (include phone number 604-331-3603 for more basic digital literacy classes)
· Distribute handouts, evaluation forms (if applicable)
· Test internet & speakers
· Turn the computers for learners on before class starts
· Open any relevant websites needed for lesson.
· Write down Android, Samsung and iOS on the board to record number of each owned by participants.
As learners enter
· Welcome learners

VIDEOS
What Is the Cloud? (GCF Learning) 3m 28s
https://www.youtube.com/watch?v=gu4FYSFeWqg
Understand Your Backup Options: iOS 13 and iPad OS (Lynda.com) 3m 59s NB: Narration too fast. Slow down speed to 0.75.
https://www.lynda.com/iOS-tutorials/Understand-your-backup-options/2812489/2250972-4.html
Backup Your Data (Lynda.com) 2m 45s
https://www.lynda.com/Android-tutorials/Back-up-your-data/689762/724762-4.html


Lesson

	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
	

	[image: ]
	2 min
	INTRODUCTION

Welcome students; introduce yourself; introduce the class and series

Remind learners of washroom locations; turn off ringer on cell phones; etc. 

Ask if everyone can hear you.

Ask:
What kind of devices do you have, and what are you hoping to learn?

	· Listen to instructor
· Ask questions 
	

	[image: ]
	5 min
	LEARNING OPPORTUNITIES AT VPL

· This is one of several Digital Essentials series offered for free here at the library.

· You can work toward a certificate for each series. If you attend all classes in series, you will receive a certificate in the last class in the series.

· Come and talk with me at the end of class if you have attended this series for the past three weeks so I can get you your certificate.

	· Listen to instructor
· Ask questions
	



	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
	

	[image: C:\Users\alysspel\Desktop\PowerPoints\Mobile Device Essentials.jpg]
	5 min
	LEARNING OPPORTUNTITIES AT VPL

· Today’s class is meant to be an introduction to the topic – there are lots more ways to delve deeper.
· There are several ways you can learn more about this topic. One way is through online learning at your own pace.

Lynda.com 
· vpl.ca/lynda 
· videos; various tech topics; basic to advanced

Navigate to Lynda.com via the VPL website. Show them how to login and access Lynda.  

Navigate to the “Library” tab at top and click so the alphabetized list of programs appear. Select “iPhone, iPod, iPad” and select “Beginner” from the side filters. Browse through the programs to show them the options.

VPL Research Guides
· guides.vpl.ca
· Wide variety of topics; collected books & online resources

Show them how to find the Research Guides from the VPL website and how to navigate to the Mobile Device Essentials Guide

Remind them that these links are in their handouts
.
	· Listen to instructor
· Ask questions
	



	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
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	1 min
	LEARNING OPPORTUNITIES AT VPL

· This is one of many learning opportunities at the library.
· Today’s class is meant to be an introduction to the topic.
· There are many other ways to learn and get help on this and other topics at the library
· Drop in to any branch
· Computer Practice Drop-In at Central
· Call or email the library

	· Listen to instructor
· Ask questions
	

	[image: ]

	2 min
	LEARNING OBJECTIVES

Review slide and read the three points.

· As phones and other mobile devices increase in popularity, so does the amount of data that people store on their devices.
· It is increasingly important to have a good digital backup strategy for your iOS or Android devices.
· In this class we will explore different back up methods to help you choose the best methods that will work for you.
· We will talk about some of the different cloud-based services like Dropbox or Google Drive, but will not cover how to use them.

Mention to learners to check the VPL events page for when the next Google Suite class will be.

Point out the glossary of terms in the back of the handout.

	· Listen to instructor
· Respond to instructor’s questions
	



	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
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	0.5 min
	REASONS FOR DATA LOSS

Review slide.
· As funny as these examples are, people have actually done these, or had a dog crunch their phone.

Ask learners:
· What are some of the reasons why files might be lost or damaged?

	· Listen to instructor
· Ask questions
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	5 min
	Answers:
· Viruses: Ransomware is particularly cruel for destroying files.
· System errors: Software errors or reformatting devices can sometimes corrupt or erase files.
· Disasters: A fire, flood or other disaster might destroy your computer.
· Theft: Everything disappears if your device is stolen.
· Lost: Have you ever lost a phone or laptop, or left it on a bus or in a store?

	· 
	

	[image: ]
	1 min
	· Hardware failure: Computers don't last forever - they all eventually stop working someday.
· Problems between different devices: sometimes data can become corrupted, or lost during a transfer from one device to another, especially when there is an age difference in the software, or a power outage.
· Deleting files by mistake: is a very common problem that can happen to anyone.

· Clearly, using any kind of backup method is better than not backing up at all.

	· 
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	5 min
	DEFINITIONS OF COMMON TERMS

Digital Storage:
· Where data is maintained, managed and backed up
· Can be on a hard drive, on a memory or USB stick, or somewhere on the Internet (also called “The Cloud”)
· Your primary computer can also be used to store files from your mobile devices, and vice versa.
Backups:
· Copies of data stored apart from the original data, so that they may be used to restore the original after a data loss event. Backups are a type of storage.
· iOS devices have access to iCloud, iTunes and Finder for backups
· Android devices have access to Google Drive or their devices’ default cloud services. For example, all Samsung phones have a Samsung cloud service for backups.
The Cloud:
· Storing and accessing data and programs over the Internet instead of your devices.
· The term is generally used to describe data centers available to many users over the Internet.
Sync:
· Short for "synchronize" and refers to an exchange between multiple devices or programs that makes the data on all devices identical/the same
· For example, whenever you make changes to your phone contacts, your backup contacts will automatically change on other synched devices.
· Syncing files across computers and mobile devices makes it easier to work from and to backup files. You can also chose to share specific files or folders with others, like a folder with all your travel photos.

	· Listen to instructor
· Ask questions
	



	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
	

	[image: ]
	5 min
	3-2-1 RULE OF BACKUPS

· Three copies on at least two different devices with one copy in a secure, off-site location.

Explain:
· Three means the original data + two copies.
· The two copies should be on two different devices, like a DVD and an external hard drive.
· One of the copies should be kept off-site, or away from your home or office. This could be a safe deposit box in a bank, at a friend or family member’s home or even in a sealed box in a storage facility.

Ask:
· Why is it necessary to have a backup copy in an off-site location?

Answer:
· Remember we talked about the reasons for data loss. If all your copies are at home, and there’s a fire or theft, all your data and backup copies are gone.

Explain:
· The Cloud is also considered off-site storage. 
· If you chose to use the Cloud, then it is also one of the two copies you need in the “three”
· AND one of the “two” different devices.
· This is why people find using the Cloud so convenient, because it fulfills two of the 3-2-1 Rule.

	· Listen to instructor
· Ask questions 
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	1.5 min 
	WHERE TO STORE DIGITAL COPIES?

Review slide.
(Has animation for local, portable and external.)

Local or On-Site
· Copies of your data stored at home or at the office.
· Your primary device’s hard drive, the internal mechanism that reads and-writes data.
· External hard drives that plug into your primary device.
· Portable devices like USB or memory sticks, DVDs, etc.

External or Off-Site:
· Copies of your data stored in an off-site location away from your home
· Often use portable devices like external hard drives, memory sticks, DVDs, etc.
· Cloud services are also an off-site storage location

Explain:
All of these devices can store your data, but some will be more convenient. Each has their pros and cons.

	· Listen to instructor
· Ask questions

	· Recognize the major components of computers and mobile devices
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	4 min
	ADVANTAGES & DISADVANTAGES:
BACKUPS TO LOCAL & PORTABLE DEVICES

Review slide.

ADVANTAGE
· puts you in complete control of your data
· your data is not available to anyone else unless you give them the device
· portable devices are ideal for off-site storage, and easy to transport
· storage capacities are growing for many devices
· Don’t need to be connected to the Internet

DISADVANTAGE
· it is a manual process and you may forget to backup
· without access to a computer or laptop, it is challenging to make copies or backups
· some devices lack of encryption or security
· vulnerable to theft, loss and disasters
· needs replacing at end of a device’s lifespan
· This last point leads to the questions:
· How long do these storage devices last?
· How much data do they hold?

	· Listen to instructor
· Ask questions 

	· Identify the benefits and limitations of different data and information management tools
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	6 min 
	CAPACITY & LIFESPAN OF LOCAL & PORTABLE DEVICES

Ask why is it important to consider the capacity of a device?

Answer:
The size of your data collection, and what you want to save or backup determines which devices you will need.

Explain to learners that:
· The lifespans in the chart are estimates, and devices are affected by environment (humidity, temperature) and usage.

Review slide.

Explain:
· Traditional hard drives use magnetic storage on moving disks to record and retrieve data. These moving parts are subject to wear.
· Although solid state drives have no moving parts, they store data as electrical charges that degrade over time
· CD, DVD and Blu-Ray disks are convenient and it is easy to give copies to others, or to store in an off-site location. DVDs have superseded compact discs, mainly due to their greater storage capacity.
· Keep in mind that older USB memory sticks may be much smaller in capacity than the newest models.
· SD Cards are used in digital cameras to record photos, and there are SD cards for mobile phones that will increase the storage capacity of the phone.

	· Listen to instructor
· Ask questions

	· Recognize the major components of computers and mobile devices
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	4 min

	What Does Capacity Really Mean?

Review the slide.

What can a 700 MB CD hold?
· About 80 minutes of quality audio
· About 60 minutes of video
· About 70 photos at 10 MB each

· Since a typical movie uses about 2GB of space, you can see why devices with large storage capacities are practical for large data collections. And how videos take up much more space than document files (i.e. photos or word documents).
· It’s difficult to wrap our heads around what 1petabyte means. Here’s some stats:
· US Library of Congress has over 7PB of digital data in its archives
· Mobile phone networks transmit over 20PB to and from users daily
· Google processes over 24PB of information every day

	· Listen to instructor
· Ask questions

	· Recognize the major components of computers and mobile devices


	[image: ]

	5 min
	WHAT IS THE CLOUD?

· Now let’s talk about the cloud as an external or off-site storage option.

Watch video. (3m 28s)

Ask if there are any questions about the video?

Remind learners:

· The Cloud is where data and programs are stored over the Internet instead of your devices.
· The term is generally used to describe data centers available to many users over the Internet.
· Files are stored on multiple servers owned by a company, like Dropbox or Google Drive, that sells storage space to companies and individuals
· These services may also provide syncing so that you can share files with others, or keep your copies up to date with changes you make to the original data
· The Cloud is a type of external or offsite storage
· Cloud storage lasts as long as the service provider is in business. They have many servers, and it’s in their interest to maintain their servers on a regular basis.

	· 
	· 
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	6 min
	ADVANTAGES & DISADVANTAGES:
BACKUPS TO THE CLOUD

ADVANTAGE
· Server can be accessed anywhere, through a website with a login (like email)
· You can then view, upload, download your files from any device with an Internet connection
· Can set to automatic backups whenever your devices are connected to the Internet
· Offer a range of security features to keep data safe
· Storage is essentially unlimited
· Sync features allow for easy sharing of data, and ensuring data is the same across devices

DISADVANTAGE
· Can you trust your data with the service provider? Will they sell your personal info to advertisers? Must understand their privacy policies.
· It relies on you remembering your account details, especially your login
· Devices must be connected to the Internet to access the stored data
· It is vulnerable to cyber attacks
· It can be costly for large amounts of data
· Most popular services are not in Canada, and are subject to the laws of the country where the service is located

	· 
	· 
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	SERVERS IN CANADA: WHY THIS MATTERS?

Read the following quote from servercloudcanada.com:

In Canada, the private sector’s use and application of personal data is highly regulated, protecting sensitive and personal information for both individuals as well as businesses. The US Patriot Act and now the US CLOUD Act permits government and law enforcement agencies the ability to search data retained by service providers, sometimes even if an American provider has a datacentre located in Canada. The Canadian and Provincial privacy laws (including Personal Information Protection & Electronic Documents Act or PIPEDA) are in conflict with the US Law, and Canadian companies looking to store private data in the US would be subject to adherence.

Review the slide.

Ask if there are any questions about privacy and using a cloud-based service with their servers in Canada.

	· 
	· 
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	3 min
	CLOUD-BASED SERVICES

· Dropbox, iCloud and many other services are file agnostic, it doesn’t matter what type of files you store. iCloud currently provides 5GB of free storage space, and Dropbox has 2GB.

· Google Drive currently gives you 15GB of free storage space.

· Sync.com is Canadian-owned, so under our privacy laws. They have 5 GB free storage.

· Remind learners that if privacy is an issue, then they can sign up for multiple cloud services:
· maybe use Google Drive for general data storage and sharing
· save legal, banking or business documents, and personal contacts or account logins on a cloud-based service, like Sync, with servers in Canada

	· Listen to instructor
· Ask questions 

	· See previous



	[image: ]
	5 min
	What to Consider in a Cloud-based Service

· Does it have end-to-end encryption?
· Means that the service provide can’t access, scan or read your files.
· Does it have automatic sync, backup and restore?
· Are it’s servers in Canada?
· Does the service collect, sell or share your personal data to advertisers or third-parties?
· Can you share files, like photos, with other people?
· What is its track record for uptime and security breaches?
· Cost? Will be based on size of data/collections.

	· 
	· 

	

	2 min
	A NOTE ABOUT “SOCIAL STORAGE”

· Many people use social media like Facebook, Twitter and Instagram to post their photos, mementos, etc. They believe that is a great way to store their data.
· “Social storage” isn’t really storage, and it’s a  mistake to rely on it to save digital objects because:
· these services could end and you may lose your data
· you can lose track of data in among all the posts you share
· social media services compress data = less resolution and lower quality images
· Flickr is an exception in the “social storage” group, as it does not compress data, because it is designed to store photos, as well as act as a social media site. But you are limited to storing 1000 photos. Any more, and you must upgrade your account to Pro at $50/year in US funds.

	· Listen to instructor
· Ask questions 

	· Identify the benefits and limitations of different data and information management tools



	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
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	0.5 min

	Creating a Backup Strategy 

Review slide.

STEP 1: What?
· Identify data, media, and other files that need to be saved.

STEP 2: Where?
· Identify what methods you will use to save these files, and in what format(s). Using both external drive and cloud backups help in implementing an effective backup strategy.

STEP 3: When?
· Determine how often you will check, update, and back up your stored collections.

STEP 4: How?
· Decide what naming conventions and structure you’ll use for files and folders. We talk about the basics of folder structure in the class Let’s Talk about File Management.

· Let’s discuss each of these steps…

	· Listen to instructor
· Respond to instructor’s questions
· Ask questions

	· Plan and carry out strategies for organizing, storing, backing up, and deleting important information in a variety of media.




	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
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	1.5 min

	STEP ONE: What to Save

· Besides a regular, full backup of your devices and their systems, decide what other files to save, based on what is valuable to you.

· Sentimental value - such as photos, videos, letters, and text messages
· Practical value - such as contact details, password lists, business documents, or files related to your career, creative works, or hobbies
· Financial value - such as mortgage documents, bank statements, tax returns, or expense tracking spreadsheets
· Legal value - such as letters from your solicitor, employment contracts, or government documents

· Remember: No one-size-fits all solution – artists, writers and photographers may want to save multiple versions or “drafts” of their creations as they continue to work.

	· Listen to instructor
· Ask questions 
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	5 min
	STEP TWO: Where to Save

Remind learners:

The 3-2-1 Rule of Backups

· Three copies on at least two different devices with one copy in a secure, off-site location.

	· Listen to instructor
· Ask questions 

	


	

	3 min
	STEP 3: When to Save?

· How often will you backup? Daily? Weekly? Monthly?
· Set a schedule for reviewing older files.
· Check storage devices regularly and replace when needed.
· Set up your mobile device’s cloud service or use another backup up app for regular backups.
· Do you want a cloud service that syncs across devices?

	· Listen to instructor
· Ask questions 
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	4 min
	STEP 4: How to Save

FILE FORMATS
· File formats do not last, nor the devices that read them. You may have to convert documents to a different file format before the original one is abandoned.
· Support for a particular file format now does not guarantee readability in the future.
· If your data is in a proprietary format, or is dependent on specialty software or hardware to read it, convert it to a more sustainable file types.
· Remember WordPerfect? Yes, it is still around, but with Word dominating the scene, WordPerfect users have to save their documents in Word if they need to share them with others that use the Microsoft Suite.
· Another reason to use sustainable formats when backing up your files: in a few years, your file may open, but newer programs may mess up the formatting of the pages. PDFs will preserve formatting
· Store your data in both its original format plus an equivalent sustainable format like a PDF.
· There is a chart in the Handout on file formats.

	· Listen to instructor
· Ask questions 









	· Locate, organize and label files and folders on a computer
· Recognize common features of programs and apps, and generalize knowledge from familiar to unfamiliar programs




	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
	

	[image: ]

Play video (Lynda.com) at lower speed 0.75, as the narrator speaks too fast.

	5 min
	BACKUPS ON iOS DEVICES 

(SKIP if there are no learners with iOS devices.)

Alert learners that this video is for iOS devices, and those with Android devices can review their handouts.

Play video (3m 59s)
NB: Narration too fast. Slow down speed to 0.75

Ask if there are any questions about the video.

Remind learners that the URL to the video is on their handouts.

· With iCloud Backup, you back up your data to the cloud automatically with a Wi-Fi connection. This will backup:
· Purchase history for music, movies, TV shows, apps, and books purchased from the iTunes Store, App Store, or iBook store
· Photos and videos, settings, app data, home screen, iMessage, SMS Text, MMS messages, and ringtones
· Apple provides 5GB of free cloud storage per Apple ID, and you can purchase additional iCloud storage for a fee.
· Currently the paid plans give you 50GB of storage for about $1 US a month, 200GB for $2.99 a month, or 2TB for $9.99 a month.

	· Listen to instructor
· Respond to instructor’s questions
	

	NO SLIDE

	4 min
	SET UP iCLOUD BACKUPS

(SKIP if there are no learners with iOS devices.)

Remind learners that if anyone wants help to set up their iOS devices to automatically backup, they can take their devices to the Computer Practice Drop Ins on Tuesdays and Thursdays.

If you have time, and a learner asks how to set up iCloud backups at end of class, you can go through the steps below.

1. Connect your device to a Wi-Fi network
2. Tap Settings > [your name], and tap iCloud. If you’re using iOS 10.2 or earlier, go to Settings, then scroll down and tap iCloud.
3. Scroll down, tap iCloud Backup. If you're using iOS 10.2 or earlier, tap Backup. Make sure that iCloud Backup is turned on
4. Tap Back Up Now and stay connected to your Wi-Fi network until the process completes
5. Make sure that the backup finished: Tap Settings > [your name] > iCloud > iCloud Storage > Manage Storage, then select your device — the backup should appear in the details with the time and backup size. If you’re using iOS 10.2 or earlier, your path is Settings > iCloud > Storage > Manage Storage.

	
	



	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
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Play video (Lynda.com)
	6 min
	BACKUPS ON ANDROID DEVICES

Alert learners that this video is for Android devices, and those with iOS devices can review their handouts.

Play video. (2m 45s)

Ask if there are any questions about the video.

Remind learners that the URL to the video is on their handouts.

· A proper Android backup requires a physical computer connections or third-party software.
· It can be confusing. Different makes of Android phone, like an LG or Huawei, may have a cloud service and a backup process.
· Look around in the settings on your phone to see, or check the support pages for your phone’s maker.

	· Listen to instructor
· Respond to instructor’s questions
	

	NO SLIDE
	
	SETUP ANDROID BACKUPS

Remind learners that if anyone wants help to set up their Android devices to automatically backup, they can take their devices to the Computer Practice Drop Ins on Tuesdays and Thursdays.

If you have time, and a learner asks how to set up an Android backups at end of class, you can go through the steps below.

To make sure you have a backup service running on your smartphone.
· Open "Settings" on the home screen or "Menu".
· Go to the "Backup and Reset" section.
· Select "Backup My Data".
· Switch the item "Backup my data" to On mode.
· Select "Back" to return to the "Backup and reset" menu.
· Verify that the Google account associated with the Backup Account is correct.
· Switch "Auto Recovery" to On mode to restore settings and data when installing an application.

	· 
	



	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
	

	NO SLIDE
	2 min
	BACKUPS ON SAMSUNG DEVICES

(SKIP: In case a learner asks how to set up backups on their Samsung devices at end of class, you can go through the steps below, and refer them to the Computer Practice Drop Ins on Tuesdays and Thursdays.)

Samsung has around 45% market share in smartphones, so there’s a 50% chance that your phone is a Samsung.

· Find and tap the Settings icon.
· Once in the Settings screen, find and tap Cloud and Accounts.
· In the Cloud and Accounts screen, tap Samsung Cloud.
· Now, scroll down to the Backup and Restore area of this screen. Tap Backup this phone.
· You’re on the Back Up Data screen now. Here you can select what you want to back up. Phone, Messages, Contacts, Calendar, Clock, Settings, Home Screen, Apps, Documents, Voice Recorder, and Music are your options.
· NOTE: It will only backup what is in the Samsung versions of those apps. For example, backing up Music means it will only backup what is in the Samsung Music app. It will not backup anything in your Spotify.
· Once you’ve made your selections, tap the BACK UP button at the bottom of the screen. It will turn into a STOP button. You’ll start to see the backup progress of the different selections you made, as well as an overall percentage of back up completed at the top of the screen. This will show until it is completed. It could take several minutes.

	· Listen to instructor
· Respond to instructor’s questions
	



	LEARNING ACTIVITIES
	LEARNING OUTCOMES

	Slideshow and/or Demo
	Time
	Trainer Does
	Learners Do
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	2 min
	MAINTAINING YOUR STORAGE STRATEGY

· Keep up-to-date:
· Make regular backups.
· Make multiple copies on different storage devices.
· Convert documents and media into sustainable formats.
· Stay informed:
· Check on policies and updates for cloud service providers.
· Any new methods for storage and backup?
· Check condition of your physical storage:
· Store your devices in safe places.
· Test backups at least every two years.
· Upgrade and migrate:
· Migrate archives to fresh or different media every three to five years.
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	3 min
	REVIEW LEARNING OBJECTIVES

Review slide and go over points.

Ask:
· Do you have any other questions?

Refer learners to resources on the handout:
· Lynda.com and GFCGlobal.org
· Google has extensive tutorials on how to use their products.

Review how to search for more classes:
· Mention the next Google Suite class
· Mention the next Let’s Talk About File Management

	· Listen to instructor
· Ask questions 
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	5 min
	EVALUATION FORMS

Ask them to take some time to fill out the evaluation form. If possible, have them fill out the form online. If not, provide them with the paper forms.

· We would like your feedback! Please take some time to fill out an evaluation form to let us know what you enjoyed and what could be improved.
· There is a bookmark link to the form on all computers.
· You can also access the link by going to   http://www.vpl.ca/trainingfeedback

	· Listen to instructor
· Ask questions
· Fill out evaluation form
	

	
	40+ min
	Time for practice, questions, etc.



Closing
· Thank learners for coming.
· Ask them to take some time to fill out the evaluation form.
· Hand out Certificates of Completion: ask who has completed the series, fill name in and date.
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Learning Opportunities @ VPL!

@ Lynda.com: vpl.ca/lynda

\‘myl VPL Research Guides: guides.vpl.ca
* Mobile Device Essentials -

guides.vpl.ca/mobiledevices
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Today we will learn. . .

1. The difference between backups, storage
and syncing.

2. The different types of devices and services
used for backing up and storing data for
mobile devices.

3. Best practices on what, when, where and
how to backup or store data.
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Reasons for Data Loss

* The dog ate my phone!

* | was using the iPad as a coaster
and...

* | was listening to my tunes in the
shower.

But it isn't really funny if youlose all your data.
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\“H"‘,m Loy Reasons for Data Loss

* Viruses: corrupt or destroy files.

System errors: can corruptor erase files.

Disasters: A fire, flood or other disaster might

destroy your computer.

Theft: Everything disappears!

Lost: Did you leave it on a bus or in a store?
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Reasons for Data Loss

* Hardware failure: Computers all eventually
stop working someday.

* Problems between different devices:
Sometimes data can become corrupted, or
lost during a transfer from one device to
another, especially when there is an age
difference in the software, or a power outage.

+ Deleting files by mistake: is very common
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\‘mm Definitions of Common Terms

+ Digital Storage: where data is
maintained, managed & backed up

+ Backup: copy of data stored apart from
the original data

* The Cloud: storing and accessing data
over the Internet

* SYNChronize: having the same data on
different devices automatically
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3-2-1 Rule of Backups

-5 O

3 CoPIES 27veEs 1 OFF-SITE STORAGE
1 Primary + 2 Backups of Storage Devices
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Types of Digital Storage

(= &>

Local or On-Site External or Off-Site

K S

Portable devices can be used as on-site or off-site storage.
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. Advantages & Disadvantages

Backups to local and portable devices

ADVANTAGE DISADVANTAGE

You control what data tosave  You may forget to backup

No one has access to your data  Often no encryption or security

Portable & easy to use Vulnerable to damage & loss
Storage capacities growing Needs replacing as device ages
Don't need the Internet. Needs connection to computer
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What Does Capacity Really Mean?

Bytes and more bytes

1,024
Bytes
1,024K8

1 million bytes

1,024MB
1 billion bytes

1,024GB
1 trillion bytes

1,024TB
Petabyte(PB) 1 quadiilion bytes

Kilobyte (KB)
Megabyte (MB)
Gigabyte (GB)

Terabyte (TB)

—o®

1KB: 500 words

500MB:a TV episode

1GB: 200-250 photos at BMB
2GB: a fulllength movie
17B:250,000photosat 12MB
Or 250 full length movies

1PB: Over 10,000 hours of TV
shows
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What Is the Cloud?

WHAT IS THE
CLOUD?

COMPUTER BASICS
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“m ‘ . Advantages & Disadvantages

Backups to the Cloud

ADVANTAGE DISADVANTAGE

Access to your data anywhere  Must trust service provider

Accessible to any device Must remember your account
connected to the Internet login and details

Can set up automaticbackups  Need an Internet connection

Better security & encryption Vulnerable to cyber attacks
Un

ited storage More data = more costs
Syncfeature = easy sharing  Servers usually NOT in Canada
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SERVERS IN CANADA

WHY THIS MATTERS?

* US government & law enforcement can search
data retained by US service providers... even
when they have servers in Canada!

« Canadian companies with data in the US are
subject to US laws.

+ Canadian and Provincial privacy laws like the
Personal Information Protection & Electronic
Documents Act (PIPEDA) are much stricter.
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Cloud-based Services





image18.png
\‘mm What to Consider in a

Cloud-based Service

* End-to-end encryption?
* Automatic sync, backup & restore?
* Areits servers in Canada?

* Collect, sell or share personal data to
advertisers or third-parties?

* Canyou share files?
« Track record for uptime & security breaches?
* Cost?
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A Note About “Social Storage”


Microsoft_PowerPoint_Slide1.sldx
A Note About “Social Storage”







(2 min)



SOCIAL STORAGE:

“Social storage” isn’t really storage but we mention it because it’s often a way that people fall in to temporarily storing their files for a long time. Oh, that photo is on Facebook, I don’t need to worry about saving it. DON’T fall in to making social media part of your digital storage plan – you never know when these services are going to go away, and if the photo doesn’t actually belong to you, that’s even more precarious. Plus compression is usually used by social media sites (Flickr is an exception), so you’re better off storing the original file to get the best quality. 



https://www.flickr.com/photos/mkhmarketing/8468788107/in/photostream/
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ANote About “Social Storage”
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Creating a Backup Strategy

Step 1- What?
Step 2 - Where?
Step 3 - When?
Step 4 — How?
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Step 1: What to Save

What'’s of Value to You?

« Sentimental value - photos, videos, letters, etc.

« Practical value - contacts, passwords, business
documents, files related to career, creative works,
or hobbies

* Financial value - mortgage documents, bank
statements, tax returns, or expenses;

« Legal value - legal letters, employment contracts,
or government documents.
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Step 2: Where to Save

3-2-1 Rule of Backups

BD)- g &

3 comes 27vPES 1 0FF SITE STORAGE
1 Primary + 2 Backups of Storage Devices
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Step 3: When to save?


Microsoft_PowerPoint_Slide2.sldx
Step 3: When to save?







Warm vs. Cold Assets

It is a best practice to determine a file’s value and determine whether it is suitable for archiving while it is still “warm” or useful, the time immediately following its creation



Once an item goes “cold” it becomes more difficult to decide what to do with it, or even to find it



The scenarios we are dealing with today are very much moment-of-need solutions, and realistically, that is how most of us get started with digital storage strategies. But once your plan is in place, you can get your assets stored while they’re warm. 



We’ll look more at this when we look at our planning worksheet



https://www.flickr.com/photos/dafnecholet/5374200948
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Step3: Whentosave?
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wme STEP 4: How to Save

* File formats may not last nor the devices that
read them.

* It’s important to use “sustainable” formats to
guarantee readability in the future.

* Avoid proprietary formats like MicroSoft
Word’s .docand .docx.

« Store your data in its original format and in an
sustainable format.
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Backups on iOS Devices
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Backups on Android Devices
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Maintaining Your Storage Strategy

Keep up-to-date

Stay informed

Check condition of your physical storage
Upgrade and migrate
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Did we learn...?

v'The difference between backups, storage
and syncing.

¥'The different types of devices and services
used for backing up and storing data for
mobile devices.

v'Best practices on what, when, where and
how to backup or store data.
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We want your feedback!

Please fill out an evaluation form to tell us what you
thought of this class and help us improve our programs.

Online: www.vpl.ca/trainingfeedback
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Thank you!
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