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Let’s Talk about
Digital Storage & Backup
Why Backup or Copy Data?

· Viruses: Ransomware is particularly cruel for destroying files
· System error: Software errors can sometimes corrupt or erase files
· Disasters: A fire, flood or other disaster might destroy your computer
· Theft: Burglaries can result in your computer being stolen
· Lost: Have you ever lost a phone or laptop, or left it on a bus or in a store?
· Hardware failure: Computers don't last forever - they all eventually stop working
3-2-1 RULE

Three copies on at least two different devices with one copy in a secure, off-site location.




Backups to Local & Portable Devices
	ADVANTAGE
	DISADVANTAGE

	You control what data you save
	You may forget to backup

	No one has access to your data
	Often no encryption or security

	Portable & easy to use
	Vulnerable to damage & loss

	Storage capacity growing
	Needs replacing as device ages

	Don’t need the Internet
	Needs connection to computer





Media Capacity & Lifespan
	Media
	Storage Size
(1000 GB = 1 TB)
	Estimated Lifespan

	Desktop
	500GB-10TB
	3-6 years

	Laptop
	500GB-2TB
	2-3 years (replacing battery may extend the lifespan)

	Hard Disk Drive (HD or HDD)
	500GB-10TB
	3-6 years depending on usage

	Solid State Drive (SSD)
	256GB-4TB
	Probably longer than HDD

	CD
	700 MB
	5-10 unrecorded, 2-5 recorded

	DVD and Blu-Ray Discs
	DVD: 4.7-9.4 GB
Blue Rays: 25-50 GB
	2-5 recorded

	Flash Storage (aka a thumb drive, pen drive, memory stick, USB stick)
	4GB – 1TB
Older models start under 1GB
	5-10 years or more (depends on use or write cycles)

	Secure Digital Card (SD Card)
	1Mb-1TB
	10 years or more

	Cloud Storage
	Unlimited; depending on the package you sign up for
	3 years; however, the service provider responsible for the maintenance of their servers




What Capacity Really Means
	
	Size
	Examples of uses

	Kilobyte (KB) 
	1,024 Bytes
	1 Kb : 500 words

	Megabyte (MB)
	1,024 KB or 1 million Bytes
	500 MB: a TV episode

	Gigabyte (GB)
	1,024 MB or 1 billion Bytes
	1 GB: 200-250 photos at 8MB
2 GB: a full length movie

	Terabyte (TB)
	1,024 GB or 1 trillion Bytes
	1 TB: 250,000 photos at 12MB
Or 250 full length movies

	Petabyte (PB)
	1,024 TB or 1 quadrillion Bytes
	1 PB: over 10,000 hours of TV shows





Backups to the Cloud

	PRO
	CON

	Access anywhere via a login
	Must trust service provider

	Accessible to any device connected to the Internet
	Must remember your account details

	Can set up automatic backups
	Need an Internet connection

	Security & encryption
	Vulnerable to cyber attacks

	Unlimited storage
	More data = more costs

	Sync feature = easy sharing
	Servers usually NOT in Canada




Sustainable File Types
	File Type
	Best Formats
	Avoid

	Text
	· PDF
· OpenDocument Text Format (.odt)
· Plain Text (.txt)
	· WordPerfect
· Microsoft Word
*To preserve layout, save as PDF.

	Tabular Data & Databases
	· Comma (.csv) or tab-delimited (.txt or .tab) file
· Open Document Format Spreadsheet (.ods)
	· MSAccess

	Audio
	· Broadcast Wave Format (BWF)
· Free lossless codec of the Ogg project (FLAC)
· Audio Interchange File Format (AIFF)
· MP3 (uncompressed)
· Microsoft Wave (WAV)
	 

	Video
	· AVI
· Quicktime (MOV)
· Windows Media Video (WMV)
· MPEG4 or MPEG-2 Video
· Material Exchange Format – lossless (MXF)
	· Raw
· Adobe Flash

	Photographs
	· JPEG2000
· PNG
· TIFF
	· Camera RAW

	Presentations
	· PDF/A
· PDF
	· MS PowerPoint
· Prezzi





Maintaining Your Storage Strategy

· Keep up-to-date:
· Make regular backups.
· Make multiple copies on different storage devices.
· Convert documents and media into sustainable formats.
· Stay informed:
· Check on policies and updates for cloud service providers
· Any new methods for storage and backup?
· Check condition of your physical storage:
· Store your devices in safe places.
· Test backups at least every two years.
· Upgrade and migrate:
· Migrate archives to fresh or different media every three to five years.


ONLINE RESOURCES
Best Free Cloud Storage 2019 - https://hostingcanada.org/best-free-cloud-storage/
Cloud Storage & Online Backup - https://www.cloudwards.net/
Dropbox - https://www.dropbox.com/home
Google Drive - https://drive.google.com
Sync.com - https://sync.com


LEARN MORE
	VPL Events Guide
	For days, times and locations, check out the “Computer & Technology” category in our Events Calendar. You can also look in the paper brochure “VPL Classes & Workshops”.
	www.vpl.ca/events

	VPL Computer Practice Drop-In
	A drop-in to practice new skills with information staff assistance.
	Central Library 
Tuesdays & Thursdays
2:00 - 3:00 pm

	GCFLearnFree.org tutorials 
	Free online tutorials for learning a range of essential skills including computer, technology and internet skills.
	www.gcflearnfree.org

	VPL Information Services 
	We are here to help!
If you have any further questions, please ask us! 
	Phone: 604-331-3603 Email: info@vpl.ca

	VPL Research
Guides
	Mobile Device Essentials
Information and handouts from the Mobile Device Essentials course, including Let’s Talk About Digital Storage.
	guides.vpl.ca/mobiledevices



Videos in This Class
What Is the Cloud? (GCF Learning) 3m 28s
https://www.youtube.com/watch?v=gu4FYSFeWqg

Understand Your Backup Options: iOS 13 and iPad OS (Lynda.com) 3m 59s
https://www.lynda.com/iOS-tutorials/Understand-your-backup-options/2812489/2250972-4.html

Backup Your Data (Lynda.com) 2m 45s
https://www.lynda.com/Android-tutorials/Back-up-your-data/689762/724762-4.html

Digital Backup & Storage Glossary
3-2-1 Rule: The best practice for backing up and storing data is to have three copies on at least two different devices with one copy in a secure, off-site location.
Backup: is a complete copy of your device’s hard drive as well as all of your files, and all of the apps you use, including all of the settings and configuration changes that you have made. Backup storage enables the retrieval and restoration of data if a computer or other device is lost, stolen or damaged.
Backups: a general term for copies of data used for archiving. What people really mean is “archived copies”.
Canadian Servers: when a cloud-based service has their computers located in Canada. This is an important consideration for data storage. If your data is on a US-located server, then your data is under the legal jurisdiction of the US, not of Canada.
Cloud (Cloud-based services): companies that sell online space for storage and backup of data. You need access to the Internet in order to set up an account before using the cloud.
Digital storage: where copies of original files from your computers or devices are stored.
Encryption: the process of converting information or data into a code, especially to prevent unauthorized access.
End-to-End Encryption (E2EE): is a method of secure communication that prevents third-parties from accessing data while it is transferred from one end system or device to another. This is an important feature to look for in a cloud-based service.
External Hard Drives: are enclosed in a container (or shell) that connects to a computer, or another compatible device, externally via a cable connection. An external hard drive’s primary function is to store data.
External Storage (also called off-site storage): Copies of your data stored in an off-site location away from your home or office. Storing your files in “the cloud” is an external storage.
Flash Drive (aka Thumb Drives, USB or Memory Sticks): are small, portable drives that are used for storing or transferring small amounts of data like presentations, working documents or photos. However, they are easy to lose (and steal) or damage.
Hard Drive: A hard disk drive (sometimes abbreviated as hard drive, HD, or HDD) is a memory hardware device that permanently stores and retrieves data on a computer. The term hard is used to distinguish it from a soft, or floppy, disk.
Local Storage (also called on-site storage): Any storage device that resides in your home or office. Includes all computers, external hard drives, DVDs and flash drives or memory sticks.
Optical Storage: CD, DVD and Blu-Ray disks are forms of optical storage, a technology that uses lasers and lights to read and write data.
Portable Storage Devices: Any storage device that is easily carried, such as flash or memory sticks and DVDs.
Redundancy: The "cloud" is made up of many computers (also called servers) and drives, and these are distributed in various locations, so that the loss of any one server will not cause the loss of any files.
Sync (short for synchronize) refers to an exchange between multiple devices that makes the data on all devices identical. Any change to a file is automatically sent to all the other devices using the syncing account, even on other operating systems.
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